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Hacking Multifactor 
Authentication 

<because nothing is unhackable>

kat1na-is-online

multifactor-talk-notes.md pleasework.txt
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whoami 
<everyone needs an introduction>

kat1na-is-online

whoami still-not-working.py
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 whoami 

kat1na-is-online

pleasepleasework.py aboutme.txt

⭐ Senior IAM Consultant

⭐ B.S. Cybersecurity and Information Assurance

⭐ In IT since 2018
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DISCLAIMER
<this talk is just for fun>

kat1na-is-online

legalstuff.rtf still-not-working2.py
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The problem with passwords
<they work, but…>

kat1na-is-online

theproblemwithpasswords.txt wordlists.txt
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numberofbreachedpasswords.txt

8,400,000,000
 passwords have been breached (and this is a 

small estimate)

kat1na-is-online

rockyou.txt
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What makes them vulnerable?

kat1na-is-online

rockyou.txt vulnerabilities.txt

⭐ Password reuse is common

⭐ Easily guessed depending on complexity

⭐ Insecure storage mechanisms





https://github.com/danielmiessler/SecLists



https://haveibeenpwned.com
⭐ Let’s search for “password”

(bad guys can use this tool too)
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Weak password mitigations
<it’s a start…>

kat1na-is-online

theproblemwithpasswords.txt wordlists.txt
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Complexity requirements work, but…

kat1na-is-online

rockyou.txt complexity.txt

⭐ End users find them ANNOYING

⭐ Different for nearly every application

⭐ Still can’t stop password reuse
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The password complexity debate

kat1na-is-online

ithurtsme.txt quotes.txt
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⭐ More characters? Less characters? Special characters?

⭐ Do we REALLY need to reset our passwords?

⭐ In any case, NEVER reuse your passwords!
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Password managers are great!

kat1na-is-online

rockyou.txt pwmanagers.txt

⭐ (until they get hacked)
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Real life password quotes

kat1na-is-online

ithurtsme.txt quotes.txt

⭐ “I am so ****ing tired of changing my password all the 

time.”

⭐ “I use the same password for everything. It’s easier.”

⭐ “Yeah… I’m not doing that…” (In reference to using a 

password manager”
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Multifactor Authentication
<we’re saved!!!>

kat1na-is-online

MFA.txt hooray.txt



Password + (OTP or Biometric) = WIN
Something you know Something you have or something you are
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Common authentication methods

kat1na-is-online

woohoo.txt authenticators.txt

⭐ OTPs - SMS & Authenticator apps

⭐ Push notifications

⭐ Biometrics
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Challenges with implementing MFA

kat1na-is-online

nothingisperfect.txt frommyexperience.txt

⭐ End-user friction

⭐ Increased help desk tickets

⭐ Application compatibility + migration
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MFA Bypass overview

kat1na-is-online

nothingisperfect.txt bypassthatmfa.txt

⭐ Insecure components

⭐ Physical device access

⭐ Setup keys - Google & Microsoft Authenticator

⭐ Social engineering your OTP

⭐ MFA bombing / fatigue

⭐ SMS 
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Physical device access
<it’s not your computer anymore>

kat1na-is-online

deviceaccess.txt notokaywiththis.txt
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Game over

kat1na-is-online

nothingisperfect.txt bypassthatmfa.txt

⭐ Biometric attacks

⭐ Cold boot attacks
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Setup keys
<they don’t expire>

kat1na-is-online

setupkeys.txt notokaywiththis.txt



SCAN ME!
-------> 
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Social engineering your OTP
<no OTP? no problem!>

kat1na-is-online

setupkeys.txt notokaywiththis.txt
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Just ask for it!

kat1na-is-online

herewego.txt justaskforit.txt

⭐ Email or SMS

Hello Kylie, we noticed a 
suspicious login to your Google 
account. To avoid locking out your 
account, we need to verify your 
identity. Please respond to this 
message with the six-digit code you 
will be receiving momentarily.
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MFA Bombing
<how to be annoying>

kat1na-is-online

bombing.txt notokaywiththis.txt
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MFA Bombing attacks

kat1na-is-online

herewego.txt bombing.txt

⭐ Compromised username and password

⭐ SPAM push notification prompts

⭐ User gets annoyed and accepts



Attacker Victim

http://www.youtube.com/watch?v=VT9wuSX_Zxk
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The wonderful insecurities of SMS
<why do we still use this?>

kat1na-is-online

sms.txt notokaywiththis.txt
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Bypassing SMS MFA

kat1na-is-online

herewego.txt smsmfabypass.txt

⭐ Eavesdropping - SS7 protocol

⭐ SIM Swapping - STORYTIME

⭐ SMS spoofing
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LET’S GO PHISHING!!!
<for $20 or less>

kat1na-is-online

phishing.txt notokaywiththis.txt
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Recipe for evil

kat1na-is-online

evil.txt phishing.txt

⭐ Convincing domain name (https://mlcrosoff.com)

⭐ Web server

⭐ Get user to click on link and authenticate

+



Fake web server + Eavesdrop + Relay HTTP Request



Victim POV
⭐ Legit-looking login page

⭐ Legit-looking URL 

⭐ Padlock



Victim POV

http://www.youtube.com/watch?v=gwhOzW5RCqs


Attacker POV

http://www.youtube.com/watch?v=GTJuEede1OQ




An alternative?

+
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Mitigations for MFA attacks
<it’s not hopeless>

kat1na-is-online

mitigations.txt thereishope.txt
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Mitigations

kat1na-is-online

users.txt mitigations.txt

⭐ USER EDUCATION!!!!!

⭐ Avoid SMS where possible

⭐ Security keys in high-risk scenarios

⭐ Rate limiting

⭐ Block suspicious activity
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Credit where credit is due

kat1na-is-online

users.txt credits.txt

⭐ “Hacking Multifactor Authentication” by Roger A. Grimes

⭐ Slidesgo.com for slides design

⭐ For more resources visit: https://kat1na.github.io/
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Question Time!

kat1na-is-online

questions.txt coolcool.txt


